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SAFETY PROGRAM

The Board recognizes the necessity for a planned safety program to create a safe
environment for the students attending, and for the professional and support staff
employed by the school district. The maintenance of healthful and safe conditions
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throughout the school district is a responsibility shared by the Board,
superintendent and all professional and support staff.

Every attempt will be made to meet safety and health standards established by state
and federal laws and regulations. The cooperation of school, home and community
in providing a safe and healthful environment is encouraged by the Board.

Safe practices will be a scheduled part of instruction in the classrooms, laboratories
and school shops. Proper supervision of students and other citizens using the
school facilities will be required. Hazardous conditions indicated by inspectors will
be reported to the Board and corrected. Each building administrator will develop
and implement a safety program, report hazardous conditions to the superintendent
and hold employees and students responsible for the observance of all safety rules
and procedures.

The district will fully utilize federal, state and local violence prevention programs
and resources available to students, teachers or staff that the district determines are
necessary and cost effective for the school district. By July 1, 2001, the
superintendent will designate a school safety coordinator who will have a thorough
knowledge of such programs.
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section for other pertinent policies and to review administrative
procedures and/or forms for related information.

Note: The reader is encouraged to check the index located at the beginning of this

Adopted:
Revised:
Legal Refs: §§160.660, 165.011, RSMo.

Orearville R-IV School District, Slater, Missouri

© 2000, Missouri School Boards' Association, Registered in U.S. Copyright Office
For Office Use Only: EB-C.1B (10/00)
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HAZARDOUS MATERIALS

To promote the health and safety of the students, staff and patrons of the district,
and to ensure that hazardous materials are handled appropriately, the Board of
Education of the Orearville R-IV School District directs the administration, under the
guidance of the superintendent, to develop procedures that address the purchase,
storage, handling, transportation and disposal of hazardous materials for all school
facilities and operations of the district.

The Board directs district staff to avoid using hazardous materials to the extent
feasible and to minimize the quantities of such substances used by or stored in the
school district. In addition, district employees shall follow the procedures
developed by the administration and shall take the necessary precautions
recommended by manufacturers' warnings when handling or transporting
hazardous materials.

The procedures developed by the administration shall comply with all local, state
and federal laws and regulations that pertain to the proper management of
hazardous materials. The superintendent or designee is responsible for identifying
any substances that may be hazardous and ensuring such substances are properly
disposed in a state-approved facility or landfill.

Emergency Plans

The superintendent or designee will include in district emergency plans appropriate
responses and evacuation plans for situations where hazardous materials threaten
the health or safety of persons on district property or when hazardous materials on
district property threaten the health or safety of people in the surrounding area.

Asbestos

The district will use appropriately accredited professionals and laboratories and
will follow all federal and state laws regarding the identification, management and
abatement of asbestos in district buildings.

The superintendent will designate an employee to supervise the implementation of
the district's asbestos management plan and federal laws regarding asbestos
management in the district. The employee designated will receive adequate training

to perform his or her duties as required by law.

Hazardous Chemicals
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The superintendent or designee will provide information to district employees
about the hazardous chemicals used in their workplaces by developing,
implementing and maintaining a written chemical hazard communication program.
Employees will be provided appropriate training and safety devices when handling
these materials.

Lead

The superintendent or designee is directed to identify and develop plans to
eliminate all potential sources of lead poisoning from district property.
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Note: The reader is encouraged to check the index located at the beginning of this
section for other pertinent policies and to review administrative procedures
and/or forms for related information.

Adopted:
Revised:

Legal Refs: ' 643.225, RSMo.
The Asbestos Hazard Emergency Response Act of 1986, 15 U.S.C.
"'2641B2656
Asbestos School Hazard Abatement Reauthorization Act, 20 U.S.C.
"'4011B4022
29 C.F.R.'1910.1200
40 C.F.R. Part 763

Orearville R-IV School District, Slater, Missouri
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INTEGRATED PEST MANAGEMENT

Recognizing the potential impact of both chemicals and pests on health and the
environment, the Board of Education of the Orearville R-IV School District requires
that all district property and facilities utilize a system of integrated pest
management (IPM) for controlling insects, rodents, weeds and other pests.
Integrated pest management is the use of a variety of methods for effective pest
control while minimizing or eliminating chemical pesticide use.

The superintendent or designee will work with representatives of school food
service, facilities management, maintenance services, building administrators and a
school nurse to develop an integrated pest management plan and procedures for
implementation of this policy with the ultimate goal of minimizing or eliminating
the use of chemical pesticides.

Application of Pesticides and Notice of Treatment

Pesticides will not be used on a routine or regularly scheduled basis in the district.
However, the district may apply chemical pesticides when reasonable nonchemical
approaches do not provide adequate control or in situations where pests pose an
immediate threat to persons or property. In those situations, the superintendent or
designee will select products that pose the least risk to people and the environment
and will only authorize the use of pesticides when and where pests are present or
expected to be present.

Only certified pesticide applicators, licensed under Missouri law and trained in
integrated pest management, will apply pesticides on district properties. No
individual may disperse any type of pest control device without authority from the
superintendent or designee.

Unless an emergency exists, chemical pesticides will only be applied at a time when
buildings are unoccupied, other than the individuals conducting the treatment.
Notice of chemical treatment must be posted in buildings where the treatment is
scheduled.

Exclusions

For the purposes of this policy, chemical pesticides do not include the application of
antimicrobial pesticides, disinfectants, sanitizing agents, water purifiers, swimming
pool chemicals or self-applied personal insect repellants. Insecticide or rodenticide
baits in premanufactured, tamper-resistant containers and insecticide baits in gel or
paste form are also not considered pesticides as long as they are placed in areas
inaccessible to children and the containers are clearly labeled.
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Complaint Resolution

Complaints and concerns about the district's pest management program should be
directed to the superintendent.
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Note: The reader is encouraged to check the index located at the beginning of this
section for other pertinent policies and to review administrative procedures
and/or forms for related information.

Adopted:

Revised:

Legal Refs: Missouri Pesticide Use Act, '' 281.040 -.115, RSMo.
2 C.S.R.70-25.010-.120
29 C.F.R.'1910.1200

Orearville R-IV School District, Slater, Missouri
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COMMUNICABLE DISEASES

The Orearville R-IV School District School Board recognizes its responsibility to
protect the health of students and employees from the risks posed by communicable
diseases. The Board also has a responsibility to protect individual privacy, educate
all students regardless of medical condition and treat students and employees in a
nondiscriminatory manner.

Immunization

In accordance with law, students cannot attend school without providing
satisfactory evidence of immunization, unless they are exempted from
immunization.

Universal Precautions

The district requires all staff to routinely employ universal precautions to prevent
exposure to disease-causing organisms. The district will provide the necessary
equipment and supplies to implement universal precautions.

Categories of Potential Risk

Students or employees with communicable diseases that pose a risk of transmission
in school or at school activities (such as, but not limited to, chicken pox, influenza
and conjunctivitis) will be managed as required by law and in accordance with
guidelines provided by the Department of Health and Senior Services (DHSS) and
local county or city health departments. Such management may include, but is not
limited to, exclusion from school or reassignment as needed for the health and
safety of students and staff.

Students or employees infected with chronic communicable diseases that do not
pose a risk of transmission in school or at school activities (such as, but not limited
to, hepatitis B virus or HIV) shall be allowed to attend school or continue to work
without any restrictions based solely on the infection. The district will not require
any medical evaluations or tests for such diseases.

Exceptional Situations

There are certain specific types of conditions, such as frequent bleeding episodes or
uncoverable, oozing, skin lesions that could potentially be associated with
transmission of both bloodborne and nonbloodborne pathogens. In the case of
students, certain types of behaviors, such as biting or scratching, may also be
associated with transmission of pathogens.
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Students who exhibit such behaviors or conditions may be educated in an
alternative educational setting or, if appropriate, disciplined in accordance with the
discipline code. In the case of a student with a disability, the Individualized
Education Program (IEP) team or 504 team will make any change of placement
decisions.

Employees who exhibit such conditions will not be allowed to work until the
condition is resolved or appropriately controlled in a way that minimizes exposure.

Confidentiality

The superintendent or designee shall ensure that confidential student and employee
information is protected in accordance with law. Medical information about an
individual, including an individual with HIV, will only be shared with district
employees who have a reasonable need to know the identity of the individual in
order to provide proper health care or educational services. Examples of people
who may need to know a student's medical information are the school nurse and the
IEP or 504 team if applicable. An example of an individual who may need to know
an employee's medical information is the employee's immediate supervisor, if
accommodations are necessary.

All medical records will be maintained in accordance with law and Board policy.
Breach of confidentiality may result in disciplinary action, including termination.

Reporting and Disease Outbreak Control

Reporting and disease outbreak control measures will be implemented in
accordance with state and local law, DHSS rules governing the control of
communicable diseases and other diseases dangerous to public health, and any
applicable rules distributed by the appropriate county or city health department.

Notification

Missouri state law provides that superintendents who supply a copy of this policy,
adopted by the district Board of Education, to DHSS shall be entitled to confidential
notice of the identity of any district student reported to DHSS as HIV-infected and
known to be enrolled in the district. Missouri law also requires the parent or
guardian to provide such notice to the superintendent.
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Note: The reader is encouraged to check the index located at the beginning of
this section for other pertinent policies and to review administrative
procedures and/or forms for related information.
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Adopted:
Revised:

Cross Refs:  GBE, Staff Health and Safety
JHC, Student Health Services and Requirements
JHCD, Administration of Medications to Students

Legal Refs: §§ 167.181,.183,.191, 191.650 - .695, 210.003, RSMo.
19 C.S.R. 20-20.010 - .060, 20-28.010
Individuals with Disabilities Education Act, 20 U.S.C. §§ 1400 - 1417
The Rehabilitation Act of 1973, Section 504, 29 U.S.C. § 794
Americans with Disabilities Act, 42 U.S.C. §§ 12101 - 12213

Orearville R-IV School District, Slater, Missouri

© 2006, Missouri School Boards' Association, Registered in U.S. Copyright Office
For Office Use Only: EBB-C.1A (1/06)
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ILLNESS AND INJURY RESPONSE AND PREVENTION

District personnel will provide appropriate first aid and emergency treatment, and
contact emergency medical services (EMS) when appropriate, for any individual
who is injured or becomes ill while on district property, on district transportation or
at a district activity. Further medical attention, including the cost of services
provided by EMS, is the responsibility of the individual unless otherwise required by
law.

In accordance with law, any qualified employee will be held harmless and immune
from civil liability for administering medications, cardiopulmonary resuscitation
(CPR) or other lifesaving methods in good faith and according to standard medical
practice. A qualified employee is one who has been trained to administer
medication or medical services according to standard medical practice. Procedures
for handling emergencies will be established and distributed in each school building.

Training

The superintendent or designee, in consultation with the school nurse, is authorized
to implement a program to train students and employees in CPR and other
lifesaving methods. If CPR instruction is provided to students in grades 9B12,
instruction will be based on a program established by the American Heart
Association, the American Red Cross or a similar nationally recognized program and
will be delivered as required by law.

Incident Reports

Employees must report all work-related injuries and illnesses to their supervisor
immediately and will be required to provide the details of the injury or illness in
writing. Staff who witness any injury or observe the onset of a serious illness on
district property, on district transportation or at a district activity will prepare a
written incident report on the incident report form available in each building. A
copy of the incident report form will be filed with the appropriate designee as soon
after witnessing the event as possible.

The superintendent is charged with providing the Board periodic statistical reports
on the number and types of injuries occurring on district property or at district
activities as well as information on individual accidents or injuries when Board

action on the matter is required.

Protective Equipment

8 2012, Missouri School Boards' Association, Registered in U.S. Copyright Office
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The superintendent or designee will continuously review job descriptions and district
activities to improve safety in the district. The district will provide protective equipment
when it is required by law or when it is determined by the superintendent or designee to
be necessary to maintain district safety standards. In accordance with law, students, staff
and visitors must wear eye protective devices in vocational, technical and industrial arts
courses and laboratories involving chemicals, welding, construction, vehicle repair or other
activities as designated by the district. When protective equipment is provided, all persons
are required to use the equipment as directed. Failure to do so will result in disciplinary
action including removal from school property or the activity requiring protective gear.
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Note: The reader is encouraged to check the index located at the beginning of this
section for other pertinent policies and to review administrative procedures
and/or forms for related information.

Adopted:
Revised:
Cross Refs:  GBEA, Workers' Compensation
GBEBA, Drug-Free Workplace
JFCA, Student Dress Code
JHC, Student Health Services and Requirements

JHCD, Administration of Medications to Students
JHCF, Student Allergy Prevention and Response

Legal Refs: '"'167.621, .624, .630, .635, 170.005, .310, RSMo.

Orearville R-IV School District, Slater, Missouri

8 2012, Missouri School Boards' Association, Registered in U.S. Copyright Office
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EMERGENCY DRILLS
(Districts Not Required to Hold Earthquake Drills)

As part of the implementation of the district's adopted crisis intervention plan, the
superintendent or designee has the responsibility for developing and maintaining
the district's emergency preparedness plans and emergency drill schedules.

Emergency Drills

The superintendent or designee, in cooperation with the building principals, will
develop emergency drills for fires, tornados, bus emergencies, bomb threats and
armed intruder/active shooter situations. Additional emergency drills may be
developed and practiced at the discretion of the superintendent. Instruction on all
emergency drills shall be given early in the school year, and emergency drills shall
be held regularly throughout the year. The district will conduct emergency drills as
required by law and policy and will ensure that the number of emergency drills
conducted are sufficient to give instruction and practice in proper actions by staff
and students during lockdown, shelter-in-place and evacuation. Emergency exiting
procedures will be posted near the door in each building.

The superintendent or building principal will schedule and execute emergency
drills. Principals who schedule emergency drills will provide the superintendent
advance notice of the drills. The district will cooperate and coordinate emergency
drills with other community agencies such as the fire department, law enforcement
officials, emergency medical services and local emergency planning committees.
Pursuant to law, armed intruder/active shooter drills will be conducted and led by
law enforcement professionals.

Emergency evacuation drills on school buses will be conducted for all students in
grades kindergarten through six at least once per semester with the first drill
completed prior to October 31 annually.
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Note: The reader is encouraged to check the index located at the beginning of this
section for other pertinent policies and to review administrative procedures
and/or forms for related information.

Adopted:

Revised:
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Cross Refs:  IC, Academic Calendar/Year/Day
KB, Public Information Program

Legal Refs: ' 170.315,320.010, RSMo.
5C.S.R.30-261.010

Orearville R-IV School District, Slater, Missouri
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EMERGENCY DRILLS
(Districts Required to Hold Earthquake Drills)

As part of the implementation of the district's adopted crisis intervention plan, the
superintendent or designee has the responsibility for developing and maintaining
the district's emergency preparedness plans and emergency drill schedules.

Emergency Drills

The superintendent or designee, in cooperation with the building principals, will
develop emergency drills for fires, tornados, bus emergencies, earthquakes, bomb
threats and armed intruder/active shooter situations. Additional emergency drills
may be developed and practiced at the discretion of the superintendent. Instruction
on all emergency drills shall be given early in the school year, and emergency drills
shall be held regularly throughout the year. The district will conduct emergency
drills as required by law and policy and will ensure that the number of emergency
drills conducted is sufficient to give instruction and practice in proper actions by
staff and students during lockdown, shelter-in-place and evacuation. Emergency
exiting procedures will be posted near the door in each building.

The superintendent or building principal will schedule and execute emergency
drills. Principals who schedule emergency drills will provide the superintendent
advance notice of the drills. The district will cooperate and coordinate emergency
drills with other community agencies such as the fire department, law enforcement
officials, emergency medical services and local emergency planning committees.
Pursuant to law, armed intruder/active shooter drills will be conducted and led by
law enforcement professionals.

Emergency evacuation drills on school buses will be conducted for all students in
grades kindergarten through six at least once per semester with the first drill
completed prior to October 31 annually.

Earthquake Preparedness Disaster Plans and Drills

In accordance with law, the superintendent or designee, cooperating with building
principals, shall develop and implement a districtwide school building disaster plan
to protect students and staff before, during and after an earthquake. The plan will
be designed specifically to minimize the danger to students, staff and district
property as a result of an earthquake and will be ready for implementation at any
time. The superintendent or designee will request assistance with developing and
establishing the earthquake emergency procedure system from the State Emergency
Management Agency (SEMA) and any local emergency management agency located
within district boundaries.

8 2014, Missouri School Boards' Association, Registered in U.S. Copyright Office
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An emergency exercise will be held at least twice each school year that will require
students and staff to simulate earthquake emergency conditions and practice the
procedures that are to be implemented under such conditions.

The superintendent shall develop a program that ensures that all students and staff of the
district are aware of and properly trained in the earthquake emergency procedure system.
This emergency procedure system shall be available for public inspection at the district
office during normal business hours.

At the beginning of each school year, the district shall distribute to all students information
from the Federal Emergency Management Agency (FEMA), SEMA and other sources in
order to help students understand the causes and effects of earthquakes and the best and
latest safety measures available to them in an earthquake situation.
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Note: The reader is encouraged to check the index located at the beginning of this
section for other pertinent policies and to review administrative procedures
and/or forms for related information.

Adopted:
Revised:
Cross Refs:  IC, Academic Calendar/Year/Day

Legal Refs: ''160.451 - .457,170.315, 320.010, RSMo.
5CS.R.30-261.010

Orearville R-IV School District, Slater, Missouri
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CRISIS INTERVENTION PLAN

The Orearville R-IV School District has a crisis intervention plan to help school
district administrators and faculty deal effectively with crises that could interfere
with the normal daily operation of school. This plan outlines and describes the
district's guidelines for responding to most crises. All staff members with a need to
know will be provided in-service training concerning these guidelines. Specific
information regarding the crisis intervention plan is available in the central and
building offices upon request, unless it is considered a closed record pursuant to the
Missouri Sunshine Law.

The superintendent or designee shall develop a comprehensive all-hazards
emergency response plan. The plan must identify potential emergency situations
that may impact the district, include procedures for responding to those emergency
situations and address the transition back to pre-emergency status. The plan will be
developed based on recommendations from the Missouri Center for Education
Safety, the State Emergency Management Agency (SEMA) or other appropriate
entities that provide expertise in emergency planning. In addition, the plan will be
developed with cooperation from local public-safety first responders and, to the
extent possible, will be compatible with city and county plans. The emergency plan
will include provisions addressing the needs of special populations of students and
will assume a potential shelter-in-place period of up to 72 hours.

Reporting

All district staff are required to report potentially dangerous situations immediately.
Each building in the district will foster an environment in which students feel
comfortable sharing with a responsible adult any information regarding potentially
threatening or dangerous situations.

Community Emergency Plan

The Board directs the superintendent or designee to recommend an emergency
preparedness plan, subject to Board adoption, to address the use of school
resources (including school facilities, commodity foods, school transportation and
equipment) if a natural disaster or other community emergency occurs. The plan
will authorize the superintendent or other designated school official to approve the
use of school resources to provide relief to the community if an emergency occurs.
The use of school resources under this section shall be subject to review by the
Board within 30 days of authorization or as soon as reasonably possible.

Crisis and Emergency Plan Records

8 2014, Missouri School Boards' Association, Registered in U.S. Copyright Office




FILE

In accordance with law and district policy, the district will close records pertaining
to school security guidelines, policies and response plans; structural plans of real
property; security systems; and access and authorization codes for security systems.
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Note: The reader is encouraged to check the index located at the beginning of this
section for other pertinent policies and to review administrative procedures
and/or forms for related information.

Adopted:
Revised:

Cross Refs:  BDC, Closed Meetings, Records and Votes
JHD, Student Guidance and Counseling

Legal Refs: ' 160.480,610.021, RSMo.

Orearville R-IV School District, Slater, Missouri
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BUILDING AND GROUNDS SECURITY

It is the goal of the Orearville R-IV School District to provide a safe learning
environment for students and a safe working environment for employees. The
Board directs the superintendent or designee to routinely inspect the district's
property and bring proposals for improving security to the Board.

Property Access

In general, district buildings and property are not open to the public unless the
district has specifically opened a building or property for public use or for an event
to which the public is invited. The superintendent or designee will establish regular
business hours and locations where members of the general public may contact the
district and interact with district employees.

The superintendent or designee will set hours when parents/guardians may drop
off and pick up their students. The district is not responsible for the supervision of
students except during regular school hours or other times designated by the
district.

The superintendent or designee will determine which district employees need
access to district buildings or grounds outside regular building hours and provide
those employees with keys or electronic access. The district will maintain a list of
employees with access and will routinely monitor this list to ensure that only
current employees continue to have access. An employee's access may be revoked
at any time.

All district employees and volunteers are required to maintain security in district
buildings, enforce building access rules and take action when doors are left
unsecured or district security is otherwise compromised.

Security Personnel

The district may employ or contract for trained and appropriately licensed
personnel or independent contractors to provide security during the regular school
day, after regular business hours or during events or activities where additional
security is determined necessary.

Surveillance Cameras

The district utilizes surveillance equipment on district property and in district
facilities for security purposes.

8 2016, Missouri School Boards' Association, Registered in U.S. Copyright Office
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Firearms and Other Weapons

No person shall carry a firearm, a concealed weapon or any other weapon readily
capable of lethal use into any school, onto any school transportation or onto the
premises of any function or activity sponsored or sanctioned by the district, except
for authorized law enforcement officials. Adults may possess weapons on school
property for the limited purpose of facilitating or participating in a school-
sanctioned firearm-related event. School officials are prohibited from authorizing
any person to bring weapons on school property or to school activities, including
concealed weapons, beyond the exceptions stated in this policy. Students may
participate in school-sanctioned gun safety courses, student military or ROTC
courses, or other school-sponsored or club-sponsored firearm-related events,
provided the student does not carry a firearm or other weapon readily capable of
lethal use into any school, onto any school bus, or onto the premises of any other
function or activity sponsored or sanctioned by school officials or the district School
Board.

Any person who possesses a weapon in violation of this policy will be asked to leave
district property. In addition, district administrators may report the incident to law
enforcement officials, ban the person from school property or school events in
accordance with policy KK or seek other legal remedies. Possession of weapons by
students is governed by policy JFC] and regulation JG-R1.

Loss, Damage and Theft

The superintendent or designee will establish controls to prevent the loss, damage
and theft of district property. The administrators, department heads and
supervisors of programs, buildings and departments are responsible for creating
and enforcing practices and protocols to secure equipment and supplies and for
budgeting for the locks, safes or storage facilities necessary to prevent loss and theft
and to protect district property.

All district employees must report missing or damaged property to their supervisor
as soon as they become aware that property is missing or damaged. District patrons
and students are encouraged to report incidents of damage to or theft of district
property. All reports of missing or damaged property will be investigated.

The Board shall seek all legal redress against persons found to have committed acts
of willful or malicious abuse, destruction, damage or theft of district property. The
superintendent or designee is authorized to file charges on behalf of the district for
theft, vandalism or other criminal activity involving district property.

Students found guilty of theft or willful damage to any district property will be
disciplined in accordance with Board policies and regulations. Any employee whose
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actions or inactions cause the loss, damage or theft of district property may be
disciplined or terminated. The district will seek restitution for willful damage to
district property under the laws of this state. In the case of minors, restitution will
be sought from their parents/guardians.

Security Records

In accordance with law and district policy, the district has closed records pertaining
to district security guidelines, policies and response plans; structural plans of real
property; security systems; and access and authorization codes for security systems.
Other security-related records will only be provided to members of the public upon
request when required by law.
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Note: The reader is encouraged to check the index located at the beginning of this
section for other pertinent policies and to review administrative procedures
and/or forms for related information.

Adopted:
Revised:

Cross Refs:  BDC, Closed Meetings, Records and Votes
DID, Inventory Management
JFCJ], Weapons in School
JGD, Student Suspension and Expulsion
KG, Community Use of District Facilities
KK, Visitors to District Property/Events
KKB, Audio and Visual Recording

Legal Refs: " 162.215, 168.201, 171.011, 177.031, 211.181, .185, .188,
537.045,571.030,.107,574.085, 610.021, RSMo.
11 C.S.R. 75-17.010-040
2 C.F.R.200.313

Orearville R-IV School District, Slater, Missouri
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BUILDING AND GROUNDS SECURITY
(Policy Allows for Appointment of School Protection Officers)

It is the goal of the Orearville R-IV School District to provide a safe learning
environment for students and a safe working environment for employees. The
Board directs the superintendent or designee to routinely inspect the district's
property and bring proposals for improving security to the Board.

Definitions

School Protection Officer (SPO) B An elementary or secondary school teacher or
administrator who has been authorized to carry a concealed weapon to assist the
district's security plan.

Property Access

In general, district buildings and property are not open to the public unless the
district has specifically opened a building or property for public use or for an event
to which the public is invited. The superintendent or designee will establish regular
business hours and locations where members of the general public may contact the
district and interact with district employees.

The superintendent or designee will set hours when parents/guardians may drop
off and pick up their students. The district is not responsible for the supervision of
students except during regular school hours or other times designated by the
district.

The superintendent or designee will determine which district employees need
access to district buildings or grounds outside regular building hours and provide
those employees with keys or electronic access. The district will maintain a list of
employees with access and will routinely monitor this list to ensure that only
current employees continue to have access. An employee's access may be revoked
at any time.

All district employees and volunteers are required to maintain security in district

buildings, enforce building access rules and take action when doors are left
unsecured or district security is otherwise compromised.
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Security Personnel

The district may employ or contract for trained and appropriately licensed
personnel or independent contractors to provide security during the regular school
day, after regular business hours or during events or activities where additional
security is determined necessary.

School Protection Officers

The district may designate one or more elementary or secondary teachers or
administrators as SPOs. Before designating a teacher or administrator as an SPO,
the Board shall hold a public hearing on whether to allow such a designation. The
Board shall publish notice of the hearing at least 15 days before the date of the
hearing in a newspaper of general circulation within the city or county in which the
school is located.

The Board will hold a public hearing on whether to allow the use of SPOs in the
district before adopting or amending a policy that authorizes such use. The Board
may determine, in a closed session Board meeting, whether to authorize the
designated SPO to carry a concealed weapon. Once authorized, the SPO may carry a
concealed weapon into any school in the district. The Board may revoke the
designation of a person as an SPO for any reason. Persons who have their
designations as SPOs revoked shall have no right to appeal the revocation decision,
and the Board's decision is final.

Surveillance Cameras

The district utilizes surveillance equipment on district property and in district
facilities for security purposes.
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Firearms and Other Weapons

No person shall carry a firearm, a concealed weapon or any other weapon readily
capable of lethal use into any school, onto any school transportation or onto the
premises of any function or activity sponsored or sanctioned by the district, except
for authorized law enforcement officials or properly designated SPOs. Adults may
possess weapons on school property for the limited purpose of facilitating or
participating in a school-sanctioned firearm-related event. School officials are
prohibited from authorizing any person to bring weapons on school property or to
school activities, including concealed weapons, beyond the exceptions stated in this
policy. Students may participate in school-sanctioned gun safety courses, student
military or ROTC courses, or other school-sponsored or club-sponsored
firearm-related events, provided the student does not carry a firearm or other
weapon readily capable of lethal use into any school, onto any school bus, or onto
the premises of any other function or activity sponsored or sanctioned by school
officials or the district School Board.

Any person who possesses a weapon in violation of this policy will be asked to leave
district property. In addition, district administrators may report the incident to law
enforcement officials, ban the person from school property or school events in
accordance with policy KK or seek other legal remedies. Possession of weapons by
students is governed by policy JFC] and regulation JG-R1.

Loss, Damage and Theft

The superintendent or designee will establish controls to prevent the loss, damage
and theft of district property. The administrators, department heads and
supervisors of programs, buildings and departments are responsible for creating
and enforcing practices and protocols to secure equipment and supplies and for
budgeting for the locks, safes or storage facilities necessary to prevent loss and theft
and to protect district property.

All district employees must report missing or damaged property to their supervisor
as soon as they become aware that property is missing or damaged. District patrons
and students are encouraged to report incidents of damage to or theft of district
property. All reports of missing or damaged property will be investigated.

The Board shall seek all legal redress against persons found to have committed acts
of willful or malicious abuse, destruction, damage or theft of district property. The
superintendent or designee is authorized to file charges on behalf of the district for
theft, vandalism or other criminal activity involving district property.

Students found guilty of theft or willful damage to any district property will be

disciplined in accordance with Board policies and regulations. Any employee whose
actions or inactions cause the loss, damage or theft of district property may be

8 2016, Missouri School Boards' Association, Registered in U.S. Copyright Office




FILE: ECA
Critical

disciplined or terminated. The district will seek restitution for willful damage to
district property under the laws of this state. In the case of minors, restitution will
be sought from their parents/guardians.

Security Records

In accordance with law and district policy, the district has closed records pertaining
to district security guidelines, policies and response plans; structural plans of real
property; security systems; and access and authorization codes for security systems.
Other security-related records will only be provided to members of the public upon
request when required by law.
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Note: The reader is encouraged to check the index located at the beginning of this
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Orearville R-IV School District, Slater, Missouri
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BUILDING AND GROUNDS MAINTENANCE

The Board of Education is charged with the care and keeping of all property
provided to the district by the public. Research shows that the condition of the
district's facilities has an impact on both teaching and learning. Well-maintained
facilities improve student achievement, and inadequately maintained facilities have
a negative impact on student achievement and staff and student morale. Based on
its recognition that student achievement is the top priority in the Orearville R-1V
School District, the Board directs the superintendent or designee to implement a
program of preventive maintenance to protect and improve the district=s facilities.
The program will include:

1. Regularly scheduled inspections.
2. Procedures for reporting dangerous conditions.
3. Procedures for receiving and responding to requests for repairs. These

procedures will include methods for tracking the completion of requested
repairs and documenting reasons any repairs are not made.

4. Annual evaluation of maintenance staffing needs.

5. A cleaning/disinfecting checklist based on best practices for minimizing the
spread of disease.

6. The wuse of cleaning products and procedures in accordance with
recommendations by the Missouri Department of Elementary and Secondary
Education (DESE). A list of recommended products and procedures will be
provided to each school in the district.

The superintendent and the administrative staff will ensure that all professional and
support staff know and follow the proper procedures for the maintenance of school
property. Failure of any employee to implement procedures as directed will result
in discipline.

Pursuant to state law, the superintendent will direct those responsible for the
maintenance of the district's grounds to implement procedures to prevent any
noxious weeds located on district property from going to seed. All control methods
used will be consistent with any integrated pest management procedures used by
the district.

Annual budget recommendations by the superintendent shall include adequate
allocations for maintenance of district facilities.
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Orearville R-IV School District, Slater, Missouri

8 2012, Missouri School Boards' Association, Registered in U.S. Copyright Office




FILE: ECD
Critical

TRAFFIC AND PARKING CONTROLS

The district allows driving on district property and parking in designated spaces on
district property for the convenience of students, employees and visitors to district
facilities.

Driving and parking on district property are privileges, not rights. District
administrators have the authority to prohibit any person from driving or parking on
district property and may direct any person to move his or her vehicle. District
buses and other vehicles the district owns or uses will be given preference over
other vehicles. A person who does not yield to district vehicles, refuses to move a
vehicle as directed by district employees, operates a vehicle in a manner that is not
safe, or otherwise refuses to follow district rules or employee directives will be
prohibited from driving or parking on district property and may be excluded from
district property. District employees and students may also receive additional
discipline.

Any behavior or item prohibited in school (including, but not limited to, weapons,
alcohol and tobacco products) is also prohibited in district parking lots and in
vehicles on district property.

Vehicles parked on district property may be searched in accordance with law.

The superintendent or designee, with the aid of local traffic authorities, will develop
a plan for accommodating the flow of traffic on school driveways, particularly at the
beginning and end of the school day and before and after school events. The
superintendent or designee is directed to appropriately designate crosswalks and
loading zones for the safety of students and others. When necessary, the district will
request assistance with traffic control from local law enforcement.

The superintendent or designee is directed to clearly mark and maintain parking
spaces and will designate parking areas for students and employees. The district
will also designate parking spaces for individuals with disabilities and appropriately
mark them in accordance with law. Students who drive to school and wish to park
on school property during the school day must obtain and display a parking permit
to do so. If the number of permit requests exceeds the number of available spaces,
the superintendent or designee will develop a system of processing requests, such
as giving priority to seniors, students who have mobility issues or students who
participate in activities that occur before or after school. The superintendent or
designee may assign other conditions for receiving parking permits including, but
not limited to, maintaining adequate grades and good conduct.
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ANIMALS ON DISTRICT PROPERTY

Animals are not allowed on district property, including district transportation,
except in accordance with law and policy.

Definitions
The following definitions shall be used for the purpose of applying this policy.
Animal B Any nonhuman creature.

Handler B The individual responsible for the care and control of an animal. The
handler for a service animal will generally be the individual with a disability served
by the animal; however, under some circumstances, the handler may be someone
other than the individual with the disability.

Service Animal B Any dog that is individually trained to do work or perform tasks for
the benefit of an individual with a disability, including a physical or sensory
disability or a psychiatric, intellectual or other mental disability. The work or tasks
performed by a service animal must be directly related to the disability of the
individual being served. Examples of work or tasks include, but are not limited to:
assisting individuals who are blind or have low vision with navigation and other
tasks; alerting individuals who are deaf or hard of hearing to the presence of people
or sounds; providing nonviolent protection or rescue work; pulling a wheelchair;
assisting an individual during a seizure; alerting individuals to the presence of
allergens; retrieving items such as medicine or a telephone; providing physical
support and assistance with balance and stability to individuals with mobility
disabilities; and helping persons with psychiatric and neurological disabilities by
preventing or interrupting impulsive or destructive behaviors.

For the purposes of this policy and subject to the limitations herein, a miniature
horse will also be considered a service animal.

Tether B A harness, leash or other similar restraint.

Therapy Animal B Any animal that is not a service animal and whose primary
purpose is to provide emotional support, well-being, comfort or companionship.

Service Animals
Service animals are permitted on district property, including district transportation, in
accordance with law. The district will make modifications as necessary to allow for the

presence of service animals; however, if the service animal is a miniature horse, the district
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will first determine if such modifications are reasonable by considering the size and weight
of the miniature horse and whether the horse's presence in the facility compromises
legitimate safety requirements.

All service animals must be under the control of their handlers. Service animals must have
a tether unless the handler is unable to use one or unless the use of a tether would interfere
with the service animal's safe, effective performance. Animals that are not tethered must
be under the control of the handler through some other means, such as voice commands or
hand signals.

The district will not allow service animals to remain on district property if they are not
housebroken or are out of control. If a service animal is properly excluded from district
property, the individual with a disability served by the animal will be given the opportunity
to participate in the program, service or activity without having the service animal on
district property.

District officials may verify that an animal qualifies as a service animal by asking whether
the animal is required because of a disability and what work or tasks the animal has been
trained to perform, if it is not readily apparent. Except as otherwise specified in this policy,
district officials will not inquire about the nature or extent of the individual's disability or
require the individual to provide documentation that the animal is a service animal.

Animals as Accommodations for Employees and Students

Employees and students may use service animals pursuant to the "Service Animals" section
of this policy; however, the district may make additional inquiries about the nature and
extent of the employee's or student's disability as permitted by law.

Employee requests for use of an animal other than a service animal as an accommodation
must be made in accordance with Board policy. If the employee's request for an animal
other than a service animal is granted, the rules for use of the animal will be specified at the
time the accommodation is granted.

A student with a disability will only be allowed to have an animal other than a service
animal as an accommodation in accordance with the student's individualized education
program (IEP) or Section 504 plan. If a student's IEP or Section 504 plan allows the use of
an animal other than a service animal, the special education director, compliance officer or
designee will work with the student and the parents/guardians of the student to create a
plan for the animal's care. The student will be primarily responsible for the care and
control of any animal used as an accommodation unless otherwise provided in the IEP or
Section 504 plan.
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Animals Used in Instruction

General

Animals with venom that is harmful to humans will not be allowed on district
property.

An animal will not be allowed on district property without proof of current
vaccinations to prevent the spread of diseases, such as rabies, to humans unless
vaccinations are not required in the opinion of a veterinarian.

Animals are prohibited from being on district property if anyone has been ticketed
or charged for the behavior of the animal.

Animals will never be maintained in or near an area where outside air is brought
into district buildings.

Live animals may not be transported on district transportation and, unless specific
permission from the building administrator is given otherwise, must be kept in a
pen, cage or tank while on district property.

If students will be handling live animals, the employee responsible for the animal
must instruct the students in proper handling techniques designed to minimize the
danger of injury to the students and the animal. Protective clothing or equipment
must be used when warranted.

Therapy Animals

Staff members may use therapy animals in the course of their regular duties only after
receiving permission from the administrator of the building where the animal will be used.
Before permission to use therapy animals is granted, staff members must provide:

1.

Proof that the animal is certified to be a therapy animal.

An explanation of how the animal will be used, including research supporting the
use of therapy animals.

A plan for how the staff member will provide for the care and control of the animal.
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4, A plan for how the staff member will accommodate students with allergies to the
animal.

Animals Used as Part of the Curriculum

Staff members who wish to use live animals to implement the curriculum must obtain
permission from the administrator of the building where the animal will be used prior to
introducing an animal into the curriculum. Before permission to use live animals to
implement the curriculum is granted, staff members must provide their building
administrator with:

1. A statement that the animal does not present a danger to students or staff members.

2. A statement of the instructional purpose, tied to the district's curriculum, that the
animal will serve.

3. A plan for how the staff member will provide for the care and control of the animal.
4, A plan for how the staff member will accommodate students with allergies to the
animal.

The requirements of this subsection will be waived for courses that routinely use live
animals, such as courses in the district's agriculture instruction program, when the course
curriculum has been approved by a supervisor.

Animal Habitats

As part of the instructional program, students and staff members may be granted
permission to develop habitats that attract various forms of wildlife. Any plan to develop a
habitat must be presented to the appropriate building administrator in advance of the
project. The building administrator will consult with the central office administrator
responsible for facilities and grounds prior to giving approval for the project.

Animals Used by Law Enforcement

The district allows the use of animals by law enforcement personnel in conjunction with
the performance of their official duties. The district will work with law enforcement to
avoid frightening students or unduly disrupting instruction when using animals.

% %k %k %k % k %
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STUDENT TRANSPORTATION SERVICES

The Board, in accordance with state law, may provide free transportation for eligible
students attending the district's schools. The superintendent shall ensure that the
transportation services of the district meet all of the requirements established by
the Missouri Department of Elementary and Secondary Education as well as the
policies that pertain directly to the qualifications of transportation operators and
operational procedures adopted by the Board of Education.

Resident students living three and one-half miles or more from school will be
entitled to free transportation to and from school. The Board of Education may also
provide transportation to resident students who live less than three and one-half
miles from school.

Transportation for a student with a disability will be provided if the IEP team
determines that such transportation is necessary as a related service due to the
student's disability. Transportation for special education students or students
classified as homeless will be provided in accordance with law.

The superintendent shall ensure that the transportation services of the district meet
all state and federal laws as well as other requirements of the Board of Education.
Students may be transported in leased vehicles, private vehicles, common carriers
or other contracted transportation as allowed by law and permitted by the Board.
All district employees or other persons who drive district-owned or district-leased
transportation or who transport students in private vehicles as an agent for the
district must meet applicable state and federal laws as well as district policies and
procedures.

The superintendent will present to the Board a plan for student transportation
services for the district no later than the end of October of each year for initial
approval and no later than the end of June for the final approval of modifications
made during the school year. The plan should follow the procedures set by the State
Board of Education.

Transportation Records and Reports

The superintendent or designee shall provide for the proper accounting of student
transportation records and reports in the school district and shall be responsible for
preparing and submitting to the State Board of Education the necessary reports for
apportioning state transportation aid, in addition to reports for statistical purposes
and for the proper maintenance and administration of the district’s transportation
services.
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District Transportation Safety

School officials must provide safe transportation of district students to and from
school. Drivers, students and district personnel will follow all laws and district
policies and procedures.

District vehicles carrying students will be considered extensions of the school
environment. Any student whose conduct on district transportation is improper or
jeopardizes the safety of other students may be suspended from district
transportation services and may be disciplined in accordance with district policy.
Uniform rules of conduct and disciplinary measures will be enforced. Students with
disabilities will be disciplined according to law.

Access to all district transportation is limited to authorized riders and staff. All
district staff and drivers shall report any instance of trespass to appropriate
administrators and law enforcement agencies.

Special Use of District Transportation

District vehicles will be used solely for district-sponsored activities, including
district extracurricular activities and organizations.

NOTE: For further information, see the School Transportation Administrator's
Handbook.
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McKinney-Vento Homeless Education Assistance Improvements Act of
2001,42 U.S.C. § 11431 et seq.

McVey v. Hawkins, 258 SW. 2d 927 (Mo. banc 1953)

Luetkemeyer v. Kaufman, 364 F. Supp. 376 (W.D. Mo. 1973)

Orearville R-IV School District, Slater, Missouri
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SCHOOL BUS SCHEDULING AND ROUTING

Bus routes, schedules and stops will be developed under the direction of the
superintendent following procedures set by the State Board of Education. The
purpose of bus scheduling and routing will be to achieve maximum service with a
minimum fleet of buses and to render reasonable and equal service to all eligible
students.

School bus routes will be approved by the Board no later than October for initial
approval, and no later than June for the final modifications made during the school
year.

Bus routes will follow the most direct roads practicable for bus travel to serve those
students entitled to transportation service. Where an alternate route may be
selected without sacrifice of efficiency or economy, preference will be given to that
route serving the largest number of students more directly.

Routes will be designed to eliminate as many turn-around points as possible and to
employ as nearly as practicable the full carrying capacity for each bus trip. No bus
will be overloaded. New routes will be established only when capacity of the
existing routes has been reached or is imminent.

Authorized bus stops will be located at convenient intervals for students and in
places where students may board and get off, cross highways and await arrival of
buses with the utmost safety permitted by highway conditions. The location of the
students' residences, the age and grade of the students, the road conditions and the
funds available will be considered when determining bus routes.

Students will ride their assigned buses, getting on and getting off at their regularly
assigned stops, unless a note from their parent or guardian authorizes students to
depart at other than their regular stop or to ride a bus other than their assigned bus.
Notes will be subject to approval by the superintendent or designee. In unusual or
emergency situations, parents/guardians may request to have their child picked up
or dropped off at a different spot by directly communicating to the superintendent
or designee.
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FOOD SERVICE MANAGEMENT

The food service program provided by the school district is designed to provide
nutritious school meals, snacks and milk to district students in accordance with law.
The food service program operates as an integral part of the total school program
and contributes to the district's efforts to improve student achievement.

The superintendent, in cooperation with the food service director, is charged with
implementing Board policy as it pertains to the school food service program and
making recommendations to the Board about the program and food service
personnel. Food service personnel in the schools will be directly responsible to the
food service director.

The school food service program will comply with all applicable laws, ordinances,
rules and procedures pertaining to health, sanitation, storage and the service of
foods. The district will meet all state and federal requirements necessary for
participation in school meal programs. The principal of each school shall administer
the food service program in his or her school. Each building principal is responsible
for ensuring a safe dining environment and coordinating the food service program
with instructional activities and other school and district programs as appropriate.

The food service director is responsible for ensuring that all foods and beverages
sold to students during the school day on any property under the jurisdiction of the
district meet the nutrition standards established by the U.S. Department of
Agriculture (USDA). The food service director will maintain records verifying that
all foods meet required nutrition standards or will document any applicable
exemption.

Meal Prices and Charges

Meal prices shall be established annually by the Board of Education in accordance
with law.

Unless meals are provided at no charge, the district expects students and employees
to pay for meals prior to or at the time of receipt. The ability to charge meals is a
privilege, not a right, and is subject to the limitations established in administrative
procedures.

Contracted Food Services

The district will contract with a third party to administer its meal services if the
Board, after consultation with the superintendent, determines it is in the best
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interest of the district and its students to do so. Contracted food services will be bid
in accordance with state and federal law and Board policy.

Nondiscrimination Statement

No person shall, on the basis of race, color, national origin, sex, age or disability, be
excluded from participation in, be denied the benefits of or otherwise be subject to
discrimination under a school nutrition program for which the district receives
federal financial assistance from the USDA Food and Nutrition Service. School
nutrition programs include the National School Lunch Program, the Special Milk
Program, the School Breakfast Program and the Summer Food Service Program.

Community Use of Food Service Facilities

Outside organizations that use food service facilities may be charged a fee in
accordance with Board policy. The food service director will ensure that supplies
provided for the regular food service program, including USDA commodities, are not
used by outside organizations.
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FREE AND REDUCED-PRICE FOOD SERVICE

School officials will determine student eligibility for free and reduced-price meals,
snacks and milk in accordance with state and federal law. Eligible students will be
provided meals, snacks and milk either free or at a reduced price if state and federal
resources for school food programs are available. The superintendent or designee
may establish rules and procedures as needed to accomplish this goal.

The criteria for determining a student's need and the procedures for securing free
and reduced-price meals, snacks and milk for the student will be outlined and
publicized each year by the district in accordance with law. The criteria and
procedures are established at the state and federal level.

The district will establish a school breakfast program or will adopt a resolution
requesting a waiver excusing the district from this requirement, in accordance with
law. The resolution, if adopted, will be filed with the Missouri Department of
Elementary and Secondary Education.

The students who participate in the free or reduced-price meals, snacks or milk
program will not be overtly identified, distinguished or served differently than other
students and will have the same choice of meals, snacks or milk as other students.
The district may charge all students for a la carte menu items. No person other than
employees and contracted food service personnel responsible for the administration
of the free and reduced-price meals program will have access to information:

1. Obtained from an application for free or reduced-price meals.
2. Received for the purpose of direct verification.
3. Pertaining to eligibility status for free or reduced-price meals, snacks or milk,

unless specifically authorized by law.

The superintendent or designee will investigate whether the district can continue to
provide meals to students receiving free and reduced-price meals when schools are
closed for an extended period due to an emergency or health crisis. The
superintendent or designee will determine whether such a program is practically
and financially feasible by consulting with:

1. Food service personnel regarding purchasing and supplies.
2. Facilities staff to determine storage options.
3. Local emergency planners to develop a preparation and delivery system.
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REPRODUCTION OF COPYRIGHTED MATERIALS

It is the intent of the Board to abide by the provisions of current copyright and
intellectual property laws as they affect the school district and its employees. The
superintendent or designee will create procedures to train employees on the law
and monitor district compliance.

Copyrighted materials, whether they are print or nonprint, will not be duplicated,
reproduced, distributed or displayed for district-sponsored activities or by using
district equipment except in accordance with law.

Details about "fair use" and other relevant information regarding copyright law will
be made available to all employees. A summary of these standards will be posted or
otherwise made easily available at each machine used for making copies.

The Board does not sanction or condone illegal duplication, reproduction or
distribution in any form. It is the responsibility of all district staff to notify the
superintendent or designee of any potential violation of law or policy. Once notified
of a violation, the superintendent or designee will take reasonable steps to remedy
the violation. Employees who violate this policy may be disciplined or terminated.
Students who violate this policy may be disciplined. All persons who use district
resources in violation of law may be prohibited from using district resources in the
future and will assume liability for their actions. The district may also seek other
legal remedies.

Copyright Infringement Using District Technology

All persons are prohibited from using district technology in violation of any law
including copyright law. Only appropriately licensed programs or software may be
used with district technology. Further, no person will use the district's technology
to post, publicize or duplicate information in violation of copyright law. The Board
directs the superintendent and/or designee to take all reasonable measures to
prevent the use of district technology in violation of the law. All persons using
district technology in violation of law may lose their user privileges in addition to
other sanctions.

If a content owner reasonably believes that the district's technology has been used
to infringe upon a copyright, the owner is encouraged to notify the following
designated agent immediately:

(Title)
(Address)
(Phone Number)
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The district will notify the U.S. Copyright Office of the designated agent's identity.
Further, the district's website will include information on how to contact the
district's designated agent and a copy of the district's copyright policy. Upon
notification, the district's designated agent will take all actions necessary to remedy
any violation. The district will provide the designated agent appropriate training
and resources necessary to protect the district.

% %k %k %k % k %

Note: The reader is encouraged to check the index located at the beginning of
this section for other pertinent policies and to review administrative
procedures and/or forms for related information.

Adopted:
Revised:

Cross Refs:  IIAC, Instructional Media Centers/School Libraries
JG, Student Discipline

Legal Refs: 17 U.S.C. § 101 et seq.
Digital Millennium Copyright Act

Orearville R-IV School District, Slater, Missouri

© 2002, Missouri School Boards' Association, Registered in U.S. Copyright Office
For Office Use Only: EGAAA-C.1C (10/02)
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TECHNOLOGY USAGE

The Orearville R-IV School District's technology exists for the purpose of enhancing
the educational opportunities and achievement of district students. Research shows
that students who have access to technology improve achievement. In addition,
technology assists with the professional enrichment of the staff and increases
engagement of students' families and other patrons of the district, all of which
positively impact student achievement. The district will periodically conduct a
technology census to ensure that instructional resources and equipment that
support and extend the curriculum are readily available to teachers and students.

The purpose of this policy is to facilitate access to district technology and to create a
safe environment in which to use that technology. Because technology changes
rapidly and employees and students need immediate guidance, the superintendent
or designee is directed to create procedures to implement this policy and to
regularly review those procedures to ensure they are current.

Definitions

For the purposes of this policy and related procedures and forms, the following
terms are defined:

Technology Resources B Technologies, devices and services used to access, process,
store or communicate information. This definition includes, but is not limited to:
computers; modems; printers; scanners; fax machines and transmissions;
telephonic equipment; mobile phones; audio-visual equipment; Internet; electronic
mail (e-mail); electronic communications devices and services, including wireless
access; multi-media resources; hardware; and software. Technology resources may
include technologies, devices and services provided to the district by a third party.

User B Any person who is permitted by the district to utilize any portion of the
district's technology resources including, but not limited to, students, employees,
School Board members and agents of the school district.

User Identification (ID) B Any identifier that would allow a user access to the
district's technology resources or to any program including, but not limited to, e-

mail and Internet access.

Password B A unique word, phrase or combination of alphabetic, numeric and non-
alphanumeric characters used to authenticate a user ID as belonging to a user.

8 2017, Missouri School Boards' Association, Registered in U.S. Copyright Office




FILE: EHB
Critical

Authorized Users

The district's technology resources may be used by authorized students, employees,
School Board members and other persons approved by the superintendent or
designee, such as consultants, legal counsel and independent contractors. All users
must agree to follow the district's policies and procedures and sign or electronically
consent to the district's User Agreement prior to accessing or using district
technology resources, unless excused by the superintendent or designee.

Use of the district's technology resources is a privilege, not a right. No potential
user will be given an ID, password or other access to district technology if he or she
is considered a security risk by the superintendent or designee.

User Privacy

A user does not have a legal expectation of privacy in the user's electronic
communications or other activities involving the district's technology resources
including, but not limited to, voice mail, telecommunications, e-mail and access to
the Internet or network drives. By using the district's network and technology
resources, all users are consenting to having their electronic communications and
all other use monitored by the district. A user ID with e-mail access will only be
provided to authorized users on condition that the user consents to interception of
or access to all communications accessed, sent, received or stored using district
technology.

Electronic communications, downloaded material and all data stored on the
district's technology resources, including files deleted from a user's account, may be
intercepted, accessed, monitored or searched by district administrators or their
designees at any time in the regular course of business. Such access may include,
but is not limited to, verifying that users are complying with district policies and
rules and investigating potential misconduct. Any such search, access or
interception shall comply with all applicable laws. Users are required to return
district technology resources to the district upon demand including, but not limited
to, mobile phones, laptops and tablets.

Technology Administration

The Board directs the superintendent or designee to assign trained personnel to
maintain the district's technology in a manner that will protect the district from
liability and will protect confidential student and employee information retained on

or accessible through district technology resources.

Administrators of district technology resources may suspend access to and/or
availability of the district's technology resources to diagnose and investigate
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network problems or potential violations of the law or district policies and
procedures. All district technology resources are considered district property. The
district may remove, change or exchange hardware or other technology between
buildings, classrooms or users at any time without prior notice. Authorized district
personnel may install or remove programs or information, install equipment,
upgrade any system or enter any system at any time.

Content Filtering and Monitoring

The district will monitor the online activities of minors and operate a technology
protection measure (Acontent filter@) on the network and all district technology
with Internet access, as required by law. In accordance with law, the content filter
will be used to protect against access to visual depictions that are obscene or
harmful to minors or are child pornography. Content filters are not foolproof, and
the district cannot guarantee that users will never be able to access offensive
materials using district equipment. Evading or disabling, or attempting to evade or
disable, a content filter installed by the district is prohibited.

The superintendent, designee or the district's technology administrator may fully or
partially disable the district's content filter to enable access for an adult for bona
fide research or other lawful purposes. In making decisions to fully or partially
disable the district's content filter, the administrator shall consider whether the use
will serve a legitimate educational purpose or otherwise benefit the district.

The superintendent or designee will create a procedure that allows students,
employees or other users to request that the district review or adjust the content
filter to allow access to a website or specific content.

Online Safety, Security and Confidentiality

In addition to the use of a content filter, the district will take measures to prevent
minors from using district technology to access inappropriate matter or materials
harmful to minors on the Internet. Such measures shall include, but are not limited
to, supervising and monitoring student technology use, careful planning when using
technology in the curriculum, and instruction on appropriate materials. The
superintendent, designee and/or the district's technology administrator will
develop procedures to provide users guidance on which materials and uses are
inappropriate, including network etiquette guidelines.

All minor students will be instructed on safety and security issues, including
instruction on the dangers of sharing personal information about themselves or
others when using e-mail, social media, chat rooms or other forms of direct
electronic communication. Instruction will also address cyberbullying awareness
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and response and appropriate online behavior, including interacting with other
individuals on social networking websites and in chat rooms.

This instruction will occur in the district's computer courses, courses in which
students are introduced to the computer and the Internet, or courses that use the
Internet in instruction. Students are required to follow all district rules when using
district technology resources and are prohibited from sharing personal information
online unless authorized by the district.

All district employees must abide by state and federal law and Board policies and
procedures when using district technology resources to communicate information
about personally identifiable students to prevent unlawful disclosure of student
information or records.

All users are prohibited from using district technology to gain unauthorized access
to a technology system or information; connect to other systems in evasion of the
physical limitations of the remote system; copy district files without authorization;
interfere with the ability of others to utilize technology; secure a higher level of
privilege without authorization; introduce computer viruses, hacking tools, or other
disruptive/destructive programs onto district technology; or evade or disable a
content filter.

Closed Forum

The district's technology resources are not a public forum for expression of any kind
and are to be considered a closed forum to the extent allowed by law. The district's
webpage will provide information about the school district, but will not be used as
an open forum.

All expressive activities involving district technology resources that students,
parents/guardians and members of the public might reasonably perceive to bear the
imprimatur of the district and that are designed to impart particular knowledge or
skills to student participants and audiences are considered curricular publications.
All curricular publications are subject to reasonable prior restraint, editing and
deletion on behalf of the school district for legitimate pedagogical reasons. All other
expressive activities involving the district's technology are subject to reasonable
prior restraint and subject matter restrictions as allowed by law and Board policies.

Inventory and Disposal
The district will regularly inventory all district technology resources in accordance
with the district's policies on inventory management. Technology resources that

are no longer needed will be disposed of in accordance with law and district policies
and procedures related to disposal of surplus property.
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Violations of Technology Usage Policies and Procedures

Use of technology resources in a disruptive, inappropriate or illegal manner impairs
the district's mission, squanders resources and shall not be tolerated. Therefore, a
consistently high level of personal responsibility is expected of all users granted
access to the district's technology resources. Any violation of district policies or
procedures regarding technology usage may result in temporary, long-term or
permanent suspension of user privileges. User privileges may be suspended
pending investigation into the use of the district's technology resources.

Employees may be disciplined or terminated, and students suspended or expelled,
for violating the district's technology policies and procedures. Any attempted
violation of the district's technology policies or procedures, regardless of the
success or failure of the attempt, may result in the same discipline or suspension of
privileges as that of an actual violation. The district will cooperate with law
enforcement in investigating any unlawful use of the district's technology resources.

Damages

All damages incurred by the district due to a user's intentional or negligent misuse
of the district's technology resources, including loss of property and staff time, will
be charged to the user. District administrators have the authority to sign any
criminal complaint regarding damage to district technology.

No Warranty/No Endorsement

The district makes no warranties of any kind, whether expressed or implied, for the
services, products or access it provides. The district's technology resources are
available on an "as is, as available" basis.

The district is not responsible for loss of data, delays, nondeliveries, misdeliveries or
service interruptions. The district does not endorse the content nor guarantee the
accuracy or quality of information obtained using the district's technology
resources.

% %k %k %k % k %

Note: The reader is encouraged to check the index located at the beginning of this
section for other pertinent policies and to review administrative procedures
and/or forms for related information.
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AC, Prohibition against Discrimination, Harassment and
Retaliation

DID, Inventory Management

DN, Surplus Property

GBCC, Staff Use of Communication Devices

GBH, Staff/Student Relations

IGAEB, Teaching about Human Sexuality

IGDB, Student Publications

IGDBA, Distribution of Noncurricular Student Publications

JECF, Bullying

JFCG, Hazing

JG-R1, Student Discipline

JO, Student Records

KB, Public Information Program

[-11

'*'170.051, 182.827, 431.055, 537.525, 542.402, 569.095 - .099,
610.010 -.028, RSMo.

Chapter 109, RSMo.

Chapter 573, RSMo.

Electronic Communications Privacy Act, 18 U.S.C. "' 2510 - 2520

Stored Communications Act, 18 U.S.C. "' 2701 - 2711

Family Educational Rights and Privacy Act, 20 U.S.C. ' 1232g

Children=s Internet Protection Act, 47 U.S.C. ' 254(h)

47 C.F.R.'54.520

Federal Rule of Civil Procedure 34

City of Ontario v. Quon, 130 S. Ct. 2619 (2010)

Renov. ACLU, 521 U.S. 844 (1997)

Hazelwood Sch. Dist. v. Kuhlmeier, 484 U.S. 260 (1988)

Bethel Sch. Dist. No. 403 v. Fraser, 478 U.S. 675 (1986)

Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417
(1984)

FCCv. Pacifica Foundation, 438 U.S. 726 (1978)

Ginsberg v. New York, 390 U.S. 629 (1968)

Biby v. Bd. of Regents of the Univ. of Nebraska, 419 F.3d 845 (8th Cir.
2005)

Henerey v. City of St. Charles Sch. Dist., 200 F.3d 1128 (8th Cir. 1999)

Bystrom v. Fridley High Sch. Ind. Sch. Dist., 822 F.2d 747 (8th Cir. 1987)
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Beussink v. Woodland R-1V Sch. Dist., 30 F.Supp. 2d 1175 (E.D. Mo
1998)

Parents, Families, and Friends of Lesbians and Gays, Inc. v. Camdenton
R-111 Sch. Dist., 853 F.Supp. 2d 888 (W.D. Mo. 2012)

Orearville R-IV School District, Slater, Missouri
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DATA GOVERNANCE AND SECURITY

To accomplish the district's mission and comply with the law, the district must
collect, create and store information. Accurately maintaining and protecting this
data is important for efficient district operations, compliance with laws mandating
confidentiality, and maintaining the trust of the district's stakeholders. All persons
who have access to district data are required to follow state and federal law, district
policies and procedures, and other rules created to protect the information.

Definitions

Confidential Data/Information B Information that the district is prohibited by law,
policy or contract from disclosing or that the district may disclose only in limited
circumstances. Confidential data includes, but is not limited to, personally
identifiable information regarding students and employees.

Critical Data/Information B Information that is determined to be essential to district
operations and that must be accurately and securely maintained to avoid disruption
to district operations. Critical data is not necessarily confidential.

Responsibility and Data Stewardship

All district employees, volunteers and agents are responsible for accurately
collecting, maintaining and securing district data including, but not limited to,
information that is confidential or is critical to district operations.

Information Security Officer

[title] is the district's information security officer (ISO) and
reports directly to the superintendent or designee. The district's information
security officer is directed to create and review district procedures on collecting and
protecting district data including, but not limited to, securely maintaining
confidential and critical information. The ISO is responsible for implementing and
enforcing the district's security policies and procedures applicable to electronic data
and suggesting changes to these policies and procedures to better protect the
confidentiality and security of district data. The ISO will work with the district's
technology department to advocate for resources and implement best practices to
secure the district's data.

[title] is the district's alternate ISO and will assume the
responsibilities of the ISO when the ISO is not available.

Portions & 2017, Missouri School Boards' Association
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Data Managers

All district administrators are data managers for all data collected, maintained, used
and disseminated under their supervision as well as data they have been assigned to
manage in the district's data inventory. Data managers will monitor employee
access to the information to ensure that confidential information is accessed only by
employees who need the information to provide services to the district and that
confidential and critical information is modified only by authorized employees.
Data managers will assist the ISO in enforcing district policies and procedures
regarding data management.

Confidential and Critical Information

The district will collect, create or store confidential information only when the
superintendent or designee determines it is necessary. The district will provide
access to confidential information to appropriately trained district employees and
volunteers only when the district determines that such access is necessary for the
performance of their duties. The district will disclose confidential information only
to authorized district contractors or agents who need access to the information to
provide services to the district and who agree not to disclose the information to any
other party except as allowed by law and authorized by the district.

District employees, contractors and agents will notify the ISO or designee
immediately if there is reason to believe confidential information has been disclosed
to an unauthorized person or any information has been compromised, whether
intentionally or otherwise. The ISO or designee will investigate immediately and
take any action necessary to secure the information, issue all required legal notices
and prevent future incidents. When necessary, the district's superintendent, ISO or
designee is authorized to secure resources to assist the district in promptly and
appropriately addressing a security breach.

Likewise, the district will take steps to ensure that critical information is secure and
is not inappropriately altered, deleted, destroyed or rendered inaccessible. Access
to critical information will only be provided to authorized individuals in a manner
that keeps the information secure.

All district staff, volunteers, contractors and agents who are granted access to
critical and confidential information are required to keep the information secure
and are prohibited from disclosing or assisting in the unauthorized disclosure of
confidential information. All individuals using confidential and critical information
will strictly observe protections put into place by the district including, but not
limited to, maintaining information in locked rooms or drawers, limiting access to
electronic files, updating and maintaining the confidentiality of password
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protections, encrypting and redacting information, and disposing of information in a
confidential and secure manner.

Using Online Services and Applications

District staff members are encouraged to research and utilize online services or
applications to engage students and further the district's education mission.
However, before any online service or application is purchased or used to collect or
store confidential or critical information, including confidential information
regarding students or employees, the ISO or designee must approve the use of the
service or application and verify that it meets the requirements of the law and
Board policy and appropriately protects confidential and critical information. This
prior approval is also required when the services are obtained without charge.

Training

The ISO will provide appropriate training to employees who have access to
confidential or critical information to prevent unauthorized disclosures or breaches
in security. In accordance with law, all school employees will receive annual
training in the confidentiality of student records.

Data Retention and Deletion

The ISO or designee shall establish a retention schedule for the regular archiving
and deletion of data stored on district technology resources. The retention schedule
must comply with the Public School District Records Retention Manual as well as the
General Records Retention Manual published by the Missouri Secretary of State.

Litigation Hold

In the case of pending or threatened litigation, the district's attorney will issue a
litigation hold directive to the superintendent or designee. The litigation hold
directive will override any records retention schedule that may have otherwise
called for the transfer, disposal or destruction of relevant documents until the hold
has been lifted by the district's attorney. E-mail and other technology accounts of
separated employees that have been placed on a litigation hold will be maintained
by the district's information technology department until the hold is released. No
employee who has been notified of a litigation hold may alter or delete any
electronic record that falls within the scope of the hold. Violation of the hold may
subject the individual to disciplinary actions, up to and including termination of
employment, as well as personal liability for civil and/or criminal sanctions by the
courts or law enforcement agencies.
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Consequences

Employees who fail to follow the law or district policies or procedures regarding
data governance and security may be disciplined or terminated. Volunteers may be
excluded from providing services to the district. The district will end business
relationships with any contractor who fails to follow the law, district policies or
procedures, or the confidentiality provisions of any contract. In addition, the district
reserves the right to seek all other legal remedies, including criminal and civil action
and seeking discipline of an employee's teaching certificate.

The district may suspend all access to data or use of district technology resources
pending an investigation. Violations may result in temporary, long-term or
permanent suspension of user privileges. The district will cooperate with law
enforcement in investigating any unlawful actions. The superintendent or designee
has the authority to sign any criminal complaint on behalf of the district.

Any attempted violation of district policies, procedures or other rules will result in
the same consequences, regardless of the success of the attempt.

% %k %k %k k k %

Note: The reader is encouraged to check the index located at the beginning of this
section for other pertinent policies and to review administrative procedures
and/or forms for related information.

Adopted:
Revised:

Cross Refs:  BDC, Closed Meetings, Records and Votes
BDDL, Release of Information
DJF, Purchasing
GBEBC, Criminal Background Checks
GBL, Personnel Records
GBLB, References
IGBA, Programs for Students with Disabilities
JHDA, Surveying, Analyzing or Evaluating Students
JO, Student Records
KI, Public Solicitations/Advertising in District Facilities

Legal Refs: "' 43.540, 109.260, 160.261, 210.150, .865, 407.1500, 576.050,

610.010 -.028, RSMo.
The Children's Online Privacy Protection Act, 15 U.S.C. 6501 - 6506

Portions & 2017, Missouri School Boards' Association




FILE: EHBC
Critical

Federal Privacy Act of 1974, 5 U.S.C. ' 552a

E Sign Act of 2000, 15 U.S.C. ' 7001

Fair Credit Reporting Act, 15 U.S.C. ' 1681a

Family Educational Rights and Privacy Act, 20 U.S.C. ' 1232g
Individuals with Disabilities Education Act, 20 U.S.C. "' 1400 - 1417
Protection of Pupil Rights Amendment, 20 U.S.C. ' 1232h

The Elementary and Secondary Education Act of 1965, 20 U.S.C. ' 7926
29 C.F.R.'1630.14

Orearville R-IV School District, Slater, Missouri
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PROPERTY AND LIABILITY INSURANCE

The Board of Education shall maintain adequate insurance programs, within the
requirements and limits of the law, to cover district property, legal liability and the
liability of employees and Board members acting on behalf of the district and within
the scope of their duties. The administration will recommend to the Board the type
and amount of insurance needed and will administer insurance authorized by the
Board, unless directed otherwise.

The district will maintain liability coverage of up to the statutory caps set by state
law for individual claims and single occurrences. Every effort shall be made to
obtain insurance at the most economical cost consistent with the district's needs.
The contract for insurance will be submitted to competitive bidding at least every
Six years.

This policy does not waive any immunity including, but not limited to, sovereign
immunity available to the district or its employees. This policy does not obligate the
district to provide insurance coverage for all employee acts, and employees are
encouraged to obtain personal insurance coverage.

District employees are required to immediately notify the superintendent or
designee of any event that might result in legal liability for the district or its
employees. The superintendent or designee will promptly notify the district's
insurance carrier(s) in situations where coverage might be applicable.

% %k %k %k % k %

Note: The reader is encouraged to check the index located at the beginning of this
section for other pertinent policies and to review administrative procedures
and/or forms for related information.

Adopted:

Revised:

Cross Refs:  BHE, Board Member Liability /Insurance

Legal Refs: '"67.150,162.013,.063, 376.696, 537.610, .620, RSMo.

Orearville R-IV School District, Slater, Missouri
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